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Brain-inspired neuromorphic computing

e Brainis the most brilliant
computing machine

* Very “green”: Computational %,
power efficiency orders of
magnitude higher than
computers

 Augmented capabilities
(learning, produces ideas,
error resilience...)

* Brain-inspired neuromorphic
computing: replicate the
neural architecture,
processing mechanisms, and
energy efficiency of biological
systems using hardware and
software models 10%-
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W. Gerstner, Neuronal dynamics



Spiking neurons
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From neuromorphic sensors to
Spiking Neural Networks (SNNs)

Dynamic Vision ﬁ
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Von Neumann vs. neuromorphic
architecture

Von Neumann architecture . VETSUS - Neuromorphic architecture
Neural network
97 LN
fﬂa
01001001 01001111 § pﬁg
E_!inary Binary @h b e
input output (Neurons and
synapses for
both processing
and memory)
Sequential processing — Operation — Massively parallel processing
Separated computation and memory <= Organization = Collocated processing and memory
Code as binary instructions <«<—— Programming ——> Spiking neural network
Binary data <= Communication =—— Spikes
Synchronous (clock-driven) - — Timing —_— Asynchronous (event-driven)

* Energy efficiency: near-memory computing and event-based
operation

« Fast inference: asynchronous event processing
« Challenges in learning
» Challenges in developing hardware

D. C. Schumman, Nature Computational Science, 2022



Large-scale
‘systems

ASICs
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_ Application-driven
Neuroscience  research
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Landscape of neuromorphic hardware

SpiNNaker | Loihi TrueNorth
Neurons/ | 36K 130K 1M
core
Synapses | 2.8M 130M 256M
/core
Cores/ 144 128 4096
chip
Chips/ 56 768 4096
board
Neurons | 2.5B 100M 4B
Synapses | 200B 100B 1T




End-to-end model-to-hardware
automation flow for SNNs

—
SNN SNN
feature configuration
map VHDL file
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SNN hardware accelerator architecture
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Convolutions
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Recognition rate
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Hardware the Root of Trust?

Al

Application

Error

# Al

Hardware

&
G S 3
R e e /|| |\
B g W B {
TR e SAND
I B ot~ Teh N oy
7 L ST
’ 4 ?ﬁ’w : > —:‘-%A“& 5,
o~ ' T e 4 ,“ \ \
= Ak
® )
} 4 | i b \



Al reliability
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Al hardware in safety-critical applications

« Within the next years, many safety- @
and mission-critical applications are
expected to materialize and exploit
the advantages of Al hardware and
neuromorphic circuits

 Example: Autonomous-Driving
Vehicles

» Safety standard ISO 26262 demands:
Errors < 0.2 Failures/10° operating
hours

— Low dppm post-manufacturing

— Self-test during normal operation
becomes essential

/"An automobile may have >400 chips )
P(Chip fails) = p

P(System fails) = 1-(1-p)N

p=5ppm, N=500

\0.25 % failure )




Hardware-level faults

Hardware
Faults

-

\_

During
Manufacturing

In the Field

Before training
During training

After Training

* Process
variations
Defects

* Aging
Radiation

* Voltage overstress

* Temperature
fluctuations
* Low endurance

(memristor
synapses)

17



Are Al hardware accelerators fault-tolerant?

qult-tolerance
orain

They inherit t
capabilities of

Distributed Biology-Inspired Overprovisioning
Processing Architectures  gssential

CENTRALIZED DISTRIBUTED units

|

NN
k| A8
Nt

XN
AN

A/

Li, SC'16 units
Reagan, DAC’18

* Many fault simulation experiments have
Zhang, D&T’19

shown that this assumption is false Vatajelu, VTS'19
Neggaz, D&T°20



Not all faults are equal!

Benign
fault

FaUIt FaUIt
/
Activated?
Fault No | Yes
masking
Detected?
No [Yes
V]
Impacts Corrected?
?
performancer- No | Yes
No | Yes { 1
Impacts Error corrected/
performance? No error
No | Yes
_ '*‘ Failure
Critical fault 19

Fault-free



Testability and Reliability Framework

Fault modeling

Neuron design

SNN designs

SF4
SCl1 Fully Connected Layer
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Transistor-level fault
simulation
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Faulty behaviors

Fault Injection
Failure Analysis

J
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| Reliability assessment >
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Behavioral —level
fault model
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Testing & Fault
tolerance

Testing

Model-based
fault tolerance

Hardware-based
fault tolerance
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|&F spiking neuron circuit

R. Serrano-Gotarredona, TCAS06



S. Elsayed, IOLTS’20
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Hardware-level fault modelling

Radiation
Bit-flips Bit-flips
Registers
On-chip ..
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bit _integer
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SpikeFl: Fault injection tool for SNNs

SNN Spyrou, arXiv’'24
i model
* Benign and
O Fault Fault r \ critical faults
- sampling[ ¢ ) injection .FaU“ « Critical fault
model list Impact > locations
assessment  Fault rate

tolerance

» SpikeFl: PyTorch framework built upon the SNN training
framework SLAYER s. B. Shrestha, NeurlPS’'18

» SpikeFl evaluates the reliability of an SNN model, i.e., if a hardware
fault occurs what is the effect on the application?

 Supports: single/multiple and permanent/transient fault injection;
fault injection before, during or after training

* |dentifies critical faults and gives feedback for fault tolerant design
* Fault simulation acceleration: early stopping, late start, GPU
e Open source: https://github.com/SpikeFl/SpikeFI 21



Neuron %

T. Spyrou, DATE’21

Reliability assessment with SpikeF!

Dead Sat. Dead Sat. Dead Sat. Dead Sat. 100 Variation in time constant of

100 £ | neuron
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T. Spyrou, DATE’21

Faults occurring before training

100

10 faults
20 faults
30 faults
40 faults
50 faults
60 faults
70 faults
80 faults
90 faults
100 faults
110 faults
120 faults
130 faults
- 140 faults
- 150 faults
- 160 faults
— - 170 faults

(00}
o

(o))
o
| | | |

IS
o

Classification accuracy %

N
o

* A high fault rate can be compensated if faults occur
before the training -



Reliability analysis of our SNN
hardware accelerator

e Each node is configurable through a

T. Spyrou, DATE’22

set of 8-bit parameters sign
* Parameters are stored in memory Dbit _integer
blocks inside the node: LO,L%
iy o Bit-flips
emory urpose Ay
Splitter . . ) _ North Port
input split information to first layer
Parameters
Bit-flips
Router routing information in the nodes’
Parameters mesh - ROUTER = |[—> Convolutional = | |
" o " e & Bit-flips| — Unit g
euron ey features of the neurons within | & Routing | g
Parameters the node i Table — Conﬁgur:ti lock i
Bit-flips
Kernel - I
kernels structural characteristics ‘ \
Parameters
Synapse Weights values of the synaptic weights South Port
* Fault model: bit-flips in memories
= Single bit-flips across different bit
positions
= Multiple bit-flips with a BER .

probability



Reliability analysis results

Synapse
Weights

Router

Parameters

Neuron
Threshold

Accuracy (%) Accuracy (%)

Accuracy (%)
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100
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T. Spyrou, DATE’22

100 100
e 80 80
60 60
40 40
20 20
0 0
76543210 76543210 76543210
Bit position Bit position Bit position
Layer C2 Layer C3 Layer C4
100 100
80 80
60 g 60
®
40 ° 40
20 €e 0 20
0 0
76543210 76543210 765 43210
Bit position Bit position Bit position
Layer C2 Layer C3 Layer C4
100 100
O D=0 o G S e O O Oe DO
60 60
40 40
20 20

76543210
Bit position
Layer C2

76543210
Bit position
Layer C3

76543210
Bit position
Layer C4
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Reliability analysis results (cont’d)

Entire memory

Accuracy (%)

100

80

60

40 r

20 |

T. Spyrou, DATE’22

| |Nominal Accuracy
Mean Accuracy

le-06

le-05

1le-04 1e-03 1e-02 1le0l
BER

32



Testing neuromorphic processors

Test (spike)
pattern
T <{0,1}"

\
J
T—
L

?
Test response =
Expected response

9
Y
_ 2
o
na
e
63
TR

e “Business as usual”?

* Unique architectural features of neuromorphic processors
make standard test methods less efficient

= Small multiple identical cores -> large DfT overheads
= |MCand memory-hungry - > MBIST shows large PPA penalties

* New and emerging fault models (i.e., IMC)

* Analog, mixed analog-digital

 Not all faults are equal, approximate computing
* Programmability

33



S. Elsayed, SMACD’19

Testing of a biological neuron

Post synaptic

Vbiasl Iput
0
% ST
Vth .

T o>
.

‘"

RS CH FS

3 [ A [ : 1 [ : ! 1 I—A—\

Expected response
Vo |
0
Faplty yespgnse
| [ 1 ]
m== \/bhiasl
3 === V/bias2 e —
0_80 e —— | —
0 5 10 15 20 25 30 35 34

Time (us)



S. Kundu, TVLSI'21
H.-Y. Tseng, ICCAD’21

I I Y. Tian, ICSE'18
Functional testing
Original Al hardware S. Elsayed, TCAD’23
e _accelerator

=H=[H=) =)

Original
Image _  Adversarial
example |
C_ )_> Fault
Al hardware X detection
accelerator
Original CRORCRC
Original image
image with fog
Synthetic
image

1 )|
- -
. v 1 HIE s
AR =
b ‘ || 4 A G
y - | (o Yl N =
i » | i
I |
1 =
Ul ) f
1 EISERNCEI I (EHE]E

»
.

e Use existing samples in training/testing sets or craft new
samples that can detect faults

* Fault is detected if responses of nominal/faulty chips differ



ATPG based on ranking fault detection

capability of samples . agsess the fautt

coverage of an input
sample with no fault
simulation

* Fault coverage «
Margin=4-2 prediction confidence

* Proposed criterion:
difference in output
spikes between top-1
and top-2 classes

Time
window,

»Score:
1/margin=0.5

-  Rank samples based on
i confidence in
functi&% ~<L ascending order
AN * Add samples in the
confidence ‘;—)—' test-set according to
sample ranking until fault

Predicted class changes coverage maX|m|Zes%
when fault occurs >




Global Fault Coverage %

S. Elsayed, TCAD’23

Results on SNN hardware accelerator

Single Bit Flips Multiple bit flips
100 100y
=t=0 4 =—0=¢ ¢ ¢—0—¢ =S I
80 —a—3 - B~ E—8 -B B E—8 % 80 ,g_-_:_-_t_-_:_-_:-_::::::tt_-:
m Y
g 50 A B -F-B-E-E-8- 3-8 8 -8
60 8
5 ‘)
40 &L o40r
Cri;icalo% TOIB_eru'gn E . Criical 0% _I_OIB_em'gr
200 2.5%Tol ®-| 2 20} —=—2 50 Tol~ ®-
“ e 5%Tol-_3°| O —*— 50 Tol ~ *-
——100% Tol = ®- —e— 20 Tol ~ e
6 10% Tol ~ ¢
0 O -0-0-0-—0—0—0 00 -0-0-0-0-0-—0-—90
0 5 10 15 0 5 10 15
Number of Samples Number of Samples

* The global cumulative fault coverage curves quickly
reach 100%

* 6 samples suffice to detect all critical faults and a high
percentage of benign faults 38



S. Raptis, DATE'25

L,: All output

L,: All neuron ik .
2 eurons spike neurons spike

Optimizing (training) a test

Fixed SNN model Stage 1 | Stage 2

] Sy e~ > :_ .E
. 7 T —l ] - @ V m . ..'.
T~d\ . T
\ . R [] . aq
T'd_l ' :' . . .l i
! o a . . . .
' -, - J diversity to expose timing

- L: Spike temporal
)
. = variations in spikes
Ti%\ I 0 .
Same
* Train test input for maximum fault LI | output
sensitization and fault effect propagation o spikes
L,: uniform -
* Fault simulation is circumvented using — spiking to avoid
biective i defined ike trai fault effect
objective functions defined on spike trains overshadowing
e 2-stage optimization algorithm B
* Each iteration generates a short optimized ‘;‘)
test input | ] 8-
: : : , D
e Testinputs are interleaved with zero inputs 0/

to reset the SNN - Ls: Spike pruning in

. . : : hidden layers to
* Final test input is the concatenation of the ovoid Tau loss

short test inputs during refractoriness 39



S. Raptis, DATE'25

Handling binary inputs )
= = — WO Chip is Faultym
= = [Re);%izse?]g: Chip has no Faults! El

I—rea.l-‘ e I_soft Output ?bje;tive
> Softmax (0’ 1) » unc |o'ns
I calculation
Backward pass
\ I_real>I_real-Ir=V, L /

* Real-valued input as a starting point
 Gumbel-Softmax: Soft binarization to approximate spikes

e STE (Straight-Through-Estimator): Binarizes input in the forward
pass. Works as an identity function during the backward pass,
allowing the gradients to flow

* Backpropagation using surrogate gradients w.r.t. membrane
potential of neuron 40



S. Raptis, DATE’25

Results on SNN benchmarks

m NCMNIST WE_ Neuron activation percentage

Test generation runtime __ Optimized sample: 82.51%

Test duration (samples) ~ 8.76 ~11.48 ~ 7.82 e

Test duration (time) 4.96 sec 31.86 sec 14.64 sec g L: :‘“:

Activated neurons 98.71% 82.81% 91.33% ayer -

FC Critical neuron faults 99.97% 99.86% 98.99% L )
Neuron Index (custom grid fayout)

FC Critical synapse faults ~ 96.96% 99.42% 97.25% a2 aSet sample: 29%

FC Benign neuron faults 47.26% 82.29% 21.43%

FC Benign synapse faults 78.02% 58.98% 54.40%

Maximum accuracy drop 0.1%(1.1%) 0.4%(0.9%) 0.3%(1.5%)

for undetected critical
neuron (synapse) faults

~250

50 B
Neuron Index (custom grid Fayout)

42



Demonstration on Intel’s

5400 T
= 64 neurons
4800 % 2 neurglr;)s
s
4200 N OSRASS=S
Q \/ <~ Class -
S \\.'/ \7'\’
= 3600 ’ 5
= 2x34x34x300 -
©
- 3000
C
>
S 2400-
Q
—
2 1800
n
1200+
600
11 : 20 T
Synapses Dead Sat- Synapses Dead Sat+ Neuron Neuron
BER=10"% synapses synapses MSB neurons synapses threshold saturation

bit-flip

e Test generation in Lava (GPU)

* Test coverage computed on Loihi by emulating
different fault scenarios

* 100% critical fault coverage

bit-flip approximation

44



T. Spyrou, ETS’23

Testing Al hardware with Al ez « e

Low
Confidence
@ @ Feature extractor
Neuron output _ Test
spike train parameter
Neuron Feature

map Counter
Spikes
accumulatipn
- > \
Symptom of

abnormal operation

[
»

Test parameter |

Test parameter j:
* On-line test approach

 Symptom detection
e Test parameter is the cumulative spike count at feature map output

* Use a system of two one-class classifiers for mapping test
parameters to a decision

* One-shot decision (fault or no fault) with high confidence

* |f low-confidence execute a reply operation to resolve ambiguity”



Validation on our SNN
hardware accelerator

T. Spyrou, ETS’23

15 V= (0)891 | One-shot decision
LAY = )
Real-time
Critical | detection Test escape
fault 86.70 % 0.00 % 13.30 %
S 17
% ﬁ Proactive
& £ Benign | detection
? z fault | 18.94% | 6341% | 17.65%
3 0.5] @
: kill
- Fault- Overki
free | 0.00% BEEEEEAN 0.31%
=0.003
¥ =1 Fault No Fault Low
0 ‘ ‘ D, Confidence
0 0.1 0.2 0.3 0.4 . -
On-line testd
K Overkill (%) J \ n-line test decision /

One-class classifiers with SVMs running on the processor of the board

One-shot decisions have 0% test escape and overkill, 86.7% of critical
faults detected in real time, 18.94% of benign faults detected

proactively

One reply operation resolves all test ambiguities

46



Fault tolerance

-

Error —resilient
model design

&%

Proactlve error —resilient
accelerator design

maenerrrTrYYYIYRY

Train Al models with inherit error resilience

Re-design for proactive error resilience

Re-design with reactive error resilience

Cross-layer error-

resilience approaches

48



Training with faults: dropout Y&y

) Active neuron

Inactive neuron

* Training with dropout: temporarily removing neurons during
training along with their connections

Nullifies the effect of dead neuron faults in all hidden layers:

a Distribution of computational load among the neurons of
the network

a More uniform and sparse spiking activity across the
network



Multiple fault scenario with dropout

T. Spyrou, DATE’21

N-MNIST SNN IBM Gesture SNN
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o o Faulty 0
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T
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T
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o o Faultyw Dropout ° )

Classification accuracy (%)
Classification accuracy (%)
[ ]
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0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0 u L L L L L | | | | L L L L L I I I I I ]
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% of Dead Neurons % of Dead Neurons
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T. Spyrou, DATE’21
R. V. W. Putra, DAC’22

On-line testing using in-situ monitors

* Count the number of spikes a neuron produces between two successive
inputs

* A saturated neuron will produce spikes with higher frequency than usual:
counter overflows before an incoming spike resets it again

* Exploits temporal dependency between the input and output of a spiking
neuron

se L1 1L

Sout_nominal I I

Sin @—4§- N,'ll — >  Sout

Counter Flag
Latch

e Il o T e |11 TTTTTITTITTVRIIETI

Reset

1 Flag

53



T. Spyrou, DATE’21

Error recovery using fault masking

e Saturated neurons are more critical than dead neurons & dead neurons can
be nullified using dropout

*  “Fault Hopping” concept: saturated neuron fault is translated to a dead
neuron fault

* One single transistor is added to the neuron to switch-it off when a saturation
“Flag” signal is raised

* Dead neurons do not consume energy

- qﬁwtl.m
L
= _slg[




Redundancy-based fault tolerance

* Triple Modular Redundancy:
— 3 identical neurons vote for the decision of each class
— majority decides

e Qutput layer is usually smaller in size than whole network (0.57%
for the N-MNIST SNN and 0.04% for the IBM’s Gesture SNN)

* Area overhead is negligible
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Conclusions

Advancing the testability and reliability
methodologies will ensure that next-generation
neuromorphic systems are not only high-
performance, but also dependable, verifiable, and
resilient in real-world deployments
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