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Projects

JTIRAMISU (Training and Innovation in
Reliable and Efficient Chip Design for Edge Al) —
MSCA-DN

JTAICHIP (Boosting TalTech Capacity in
Reliable and Efficient Al-Chip Design) - EU
Twinning Action

JAI-DISCO (Edge/Cloud Al for Distributed
Sensing & Computing) - BMFTR
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Motivation

] Deep Neural Networks
(DNNs) are extensively
applied to various
applications

Y Autonomous Vehicles
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J

Edge computing

Al inference is increasingly

moving to the edge

Healthcare

@ Reduced latency
— d Privacy and security

@ Power efficiency

BB

Safety- and mission-critical
applications require extra attention
CEVA Inc., 2025 Edge Al Technology Report,” CEVA, 2024. [Online]

Motivation

Space/Satellite
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Motivation

ADNNSs in safety, and mission critical applications
raise reliability and Security concerns
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Z.Gao, L.Yuan, P.Reviriego, S.Liu, F.Lombardi, "Dependability Evaluation of Stable Diffusion with Soft Errors
on the Model Parameters”, arXiv.org, March 2024

» generated with the same prompt, same random seed, but...
= flipping a single bit among billions totally changes the output image ¢ Mandi Taheri, 2026
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AI Runs Fast... Memory Walks
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Model compression and Acceleration
JKnowledge Distillation
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Optimisation and dual- impact on resilient

dQuantization
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Fig. 5: AlexNet layer-level reports of reliability drop (%) based
on different quantization levels (unprotected design)
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Tahert, et .al., “Exploration of Activation Fault Reliability,” ISQED, 2025.
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Faults in DNN-HAs

dModel parameters memory Pretrained DA
(weights, biases, etc.) 5 aRE I 3
o SEUs accumulate = 18] 18] 18] [3] |8 S e
QBuffers for inputs, activation — x
_ —
and pooling; accumulators Hardware| | “Unit 4| pe e ]~ [oe]||| |[Potentialoumut
o SEUs are overwritten orr-crig| | [onGripg’ | CEEJCPE] -~ [PET| __
) . Memory le»{ Memory P V4 s
dLogic of PEs and Control Units orav | 1] s [ee]| pEJ |pE1P
o FPGA: configuration memory Faults aﬁgtgggﬁgg B ccumulators
i
Hardware-induced Reliability Threats
. e P Manufacturi
Aging | |Electromigration | |Soft Errors Va:?;?::s a'g'e?:cr;mg

A. Bosio, et al. "Emerging computing devices:
Challenges and opportunities for test and reliability”,
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Adversarial Attacks

Can you trust every pixel?
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e Medel-ermpression
e Quantization
® Pruning & spansity
e Knowledee diaitlation

e Dimamic inference
(early-exil, adaplive)

® Anchirecture search
(N&S)
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Agenda

_IDynamic Neural Networks

1 Approximate Computing

1. IMPROVE EFFICIENCY
OF DNN MODELS

e Medel-ermpression M

© © \nput-Difficulty-AwaRe T "
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°

> Adaptive ThreShOId - o Knowledee diaitlation |

| e Dimamic inference

for Ea r |y- EX|t DNNs ‘ (early-exil, adaplive)
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|
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[1] DART: Input-Difficulty-Aware Adaptive l ‘% i @

Threshold for Early-Exit DNNs, ICCAI 2026 . —
[2] Adaptive Fault Resilience for Early-Exit 5

DNNs, ATS/ITC-Asia 2025 B
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VIDEO SURVEILLANCE
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Real-time Applications
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[
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- Less compute, more performance Extended battery life
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Model compression and Acceleration
JKnowledge Distillation
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JIgnoring complexity of Input

_1Fixed set of features

JFixed network size

One-Size-Fits-All?

© Mahdi Taheri, 2026
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Early-Exit Dynamic Neural Networks
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Early-Exit Dynamic Neural Networks
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Early-Exit Dynamic Neural Networks
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Early-Exit Dynamic Neural Networks
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MAC Calculations
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Experimental Results

dPerformance Comparison Across Architectures and Datasets

Architecture Method Acc. Time Energy Speedup
(%) (ms) (mlJ) (X)

CIFAR-10 Results

AlexNet Static 85.29 0.08 5.18 1.0x
BranchyNet 83.15 0.07 457 1.14x%
DART 82.86 0.05 1.88 1.60X%

ResNet-18 Static 88.32  0.27 1766 1.0x
BranchyNet 87.72 0.16 1043 1.69X%
DART 85.35 0.12 753 2.25X

VGG-16 Static 79.16 0.20 9.41
BranchyNet &81.82 (.08 3.70

80.20 0.06  2.54

© Mahdi Taheri, 2026

28



Experimental Results

DyNN with higher fault
resilience than Static NN
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Dynamic Neural Networks
_JApproximate Computing

[3] DeepAxe: A Framework for Exploration of
Approximation and Reliability Trade-offs in
DNN Accelerators, ISQED 2023

[4] HAWX: A Hardware-Aware Framework for
Fast and Scalable Approximation of DNNSs,
DATE 2026 (Verona, Italy)

Agenda

1. IMPROVE EFFICIENCY
OF DNN MODELS

e Medel-ermpression
e Quantization

® Pruning & spansity

e Knowledee diaitlation

e Dimamic inference
(early-exil, adaplive)

@ Anchirecture search '
(N&S)
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© Mahdi Taheri, 2026
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Approximate Configuration Search

Model-level Optimization

4 . L
Pruning Quantization
Knowledge Distillation

\_ Dynamic NNs )

/

Approximate

N Computing Y.
HW-level Optimization

weight :_ }
D 0
|
| Precise
| Multiplier

Precise hardware model

l_ _ =

weight | ...

A
e '
.'

Approximate
Multiplier

Approximate hardware model

Liu, W., et. Al., 2018. Approximate Computing
and lts Application to Hardware Security.
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Approximate Configuration Search
d Approximation Challenges in Safety-Critical Edge Al

Safe Vulnerable Unreliable

© Mahdi Taheri, 2026 32
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Approximate Conflguratlon Search

<SR

HAWX

Fully automated, scalable
hardware-aware DSE
framework

Rapid identification of
high-quality AxC
configurations

Predictive models for
accuracy, power, and area

Quantitative scoring at:
o Operation
o Filter
o Layer
o Model level

User-guided exploration
with custom AxC blocks

DeepAxe
d Performs systematic
reliability analysis under
faults on HAWX output
 Identifies Pareto-
optimal designs

balancing:
o Accuracy
o Reliability
o Hardware efficiency

d Automatic generation of
synthesizable HLS code

© Mahdi Taheri, 2026
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Approximate Configuration Search

3

HA Depe
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00 p ined K Model " Create data —
re-tramt:l ! ©M8S —————  Preprocessing = erés °
mode parameters dump files
) | DSE
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N . Selected | - -
HLS implementation ~~r—— 3 Ex?.ct Appm}flma
oL | Configuration design design
VLO - Fault simulator
do
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Experimental Results

- LeNet-5 2 Conv, 3FC 416,520 97.80

VGG-11 8 Conv, 3 FC 171,679,744 92.23

- ResNet-18 20 Conv, 1 FC 37,526,476 92.98
- EfficientLiteNet-BO 46 Conv, 1 FC 346,525,024 99.80

d HAWX vs. SOTA
T O

Search Granularity Model/Layer only Operation, Filter, Layer, Model
Hardware Awareness Limited or none Spatial and Temporal Support
Speedup vs. Exhaustive Up to 10°x (Model Level) 10°99% (Filter Level)
Heterogeneous Support Limited Full Support

© Mahdi Taheri, 2026 35



Experimental Results
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JAssessment and Joint Agenda
Resilience Metric

- G o
- = -

INTERMEDIATE
FEATURE MAPS

2. ASSESS RELIABILITY
AND SECURITY

e Reliabtity evaluation
(feurs- nalse, agiro)

o Security assessment i
(adversanal, privacy,
polsoning)

ADVERSARIAL
ATTACK

@ Mehlics & bendimarks

e Analytical modeling
& testing

@ il ||

Joint Assessment of Security and Reliability ——

[3] JASPER: A unified metric for DNN resilience, DFTS 2026, Accepted
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[ SPLIT COMPUTING | Application
...........
- e i = Output

SPLIT POINT (Second part of DNN) 7 "
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| A i Activations : ‘ &
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Input : ! A e - J
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: FAULTS (Reliability Threats) ; FAULTS (Reliability Threats) : ACTUAL CLASS
: * Bit flips / parameter corruption : * Bit flips / parameter corruption ; (GROUND TRUTH)
: « Affect weights/activations : * Affect weights/activations : o
: : : [ R PEDESTRIAN }
I I :
| = L R
I I
Mmoo e ATTACKS (Security Threats) |-----------=--------- i w
5 . SAFETY CRITICAL CONSEQUENCE
 Adversarial perturbations t )
* Injected at attack points e =" R A
(before split, at split interface, L= B
or after split) Wrong decision can lead to collisions,
. g injury or catastrophic failure




Related Works

 Current Literature is considering limited aspects

Area Existing Work Limitation

Compression, communication

Split Computing efficiency, latency Ignore robustness

g Fault injection, SDC analysis, :
Reliability MRAD Ignore adversarial attacks
Security Intermediate-feature adversarial Ignore hardware faults

attacks, ASR

Joint Reliability & Security Very limited No unified quantitative metric

\

Y C

© Mahdi Taheri, 2026 39



@ . . ™
Split Computing Model
EDGE DEVICE CLOUD SERVER
g 8 & 8
% & ~—rgreg-eg- Cj\} —» Prediction
Intermediate g
L Head (First part of DNN) Faptie Maps Tail (Second part of DNN) b
Reliability Analysis Security Analysis
Study the impact of hardware Assess robustness of intermediate l
faults on intermediate features features against adversarial
and final prediction. perturbations. Joint Vulnerability
Score (JVS)
1 l Combine reliability (MRAD) and
O ~ security (ASR) into a single
Fault Injection Adversarial Attack vulnerability metric.
Neuron Bit-Flips Feature-map Attack ‘
Inject random bit-flip faults in g Craft adversarial perturbations : .
- . , ; Confidence-aware Extension
intermediate feature maps. on intermediate feature maps. /\/
\ (JVStot)
l l Incorporate confidence degradation
along with prediction errors.
MRAD ASR ‘
ll Mean Relative Accuracy @ Attack Success Rate
Degradation Overall Robustness Assessment
I Holistic evaluation of Split Computing
under both hardware faults and

adversarial attacks.

© Mahdi Taheri, 2026 40



Results
JJoint Resilience Metric

o MRAD normalized reliability
vulnerability score of the model under JVS = \/M RAD - ASR

fault MRAD € [0,100]

o ASR quantifies the system’s ASR € 0,100
vulnerability under adversarial attack

JINetwork Confidence is also
important

o If prediction remains correct under  J1/ S5, , — \/ Rior - Stot.
perturbations, and how confident the

Rtot = CE*MRAD + (1 — Oé) * (100 — RA),
) Stot:6*ASR+(1—6)*(100—SA),

© Mahdi Taheri, 2026 41



Results

Jincreasing the compression of the transmitted feature maps amplifies
the combined impact of reliability and security threats

701 CcrBQ
—= ]

—— 2
B5 1 == 3
—— 6
—— 9
B0 {1 —— 12

55 1

JVStot

50 4

45 A

40 1

354

0.02 0.04 0.06 0.08 0.10
Joint corruption scale

(a) CRBQ configuration.

© Mahdi Taheri, 2026
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JResilience Enhancement

3. ENHANCE RELIABILITY
AND SECURITY

e Bobust troining
& regularization

e Redundency & error
mttleation \

e Adaphye syecision |
& ruirtime comro) {
|

|

e Secure interence
(eneryption, loolalion)

e Cordevign of rinvisty 1
for trustworthiness.

AR NN

“d L

[4] RESQ: A Unified Framework for REliability- and Security DNNs, LATS
2025 © Mahdi Taheri, 2026 43

¢ -y
»
“ble and Secuf® 5




1 A unified three-stage framework that produces a

quantized DNN with balanced fault and attack
robustness

Pretrained DNN

Dataset

v

:

Stage 0: Clean
raining with Mixu

J

Y

Generate Mixup
Samples

v

Fine-tune
the model

v

Clean Pretrained
Model

Resilience

{Stage 1: Adversariaﬂ

Y

Implement
BPFC-based tuning

v

Find Critical Layers

v

BPFC-trained

Model

Stage 2: Fault
Aware Fine-Tuning

|

Y

Freeze critical
layers

v
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  h a w x  (  o , i ) =  |      𝜕 L  𝜕 o   | ×  |  ∆ o u t  (  o , i ) |


   |  ∆ o u t  (  o , i ) | = |   o u t ( o , e x a c t ) i −   o u t ( o , a x c ) i |


  ∇   ​ L o =   𝜕 ℒ  𝜕 o


      10  5000 x


    10 6 x

