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Reliability in ML applications

m Prevent catastrophic failures: Errors in safety-critical DNN applications (e.g.,
autonomous vehicles) can have severe real-world consequences.

m Increasing soft-error vulnerability: Technology scaling makes modern hardware
more susceptible to transient faults.

m Protect active computations: Stored data can be hardened, but computation
requires runtime, algorithm-level error detection.

= Detecting errors fast (close to their appearance) reduces recovery latency and re-computation
cost.
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Algorithm based Fault tolerance

m We use online techniques to detect computation errors during execution

= Signature-based detection: Compare a compact computation signature (e.g., checksum) against
the expected value.

" |nvariant-based detection: Verify mathematical properties that must always hold during
execution.

= Checker logic: Detect errors by validating signatures or invariants at runtime operating in parallel
to design-under-test.

L tolerable critical
m Focus on algorithmic correctness: Detect all - — —
computation faults, even if they are not critical and ik ﬁ S
do not change the final DNN prediction i |
(e.g., unchanged classification result).
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Part 1
CONVOLUTIONAL NEURAL NETWORKS
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The structure of a Convolutional Neural Network

Modern Deep CNN 5—-1000 Layers

Low-Level Mid-Level High- Level
Features ->m Features w Features ->H—>c|asses
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Convolution| | Activation | [ Normalization Pooling Fully Activation

XM_> ‘ Connecﬁed 5 I:IXM

l Introduces | J

Non-Linearity Optional

Most computational
intensive part of the CNN
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Types of CNN accelerators for ASICs and FPGAs

Spatial Pipeline Dataflow Systolic Array
" Dedicated HW for each convolution " Convolution mapped to GEMM
layer with locally stored weights = DMAs are used to control the flow
" The data are streamed inside the of data in the SA
accelerator " The Processing Elements perform

MAC operations
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The convolution operation

Active region

Input -
The kernel slides over the input feature map Kernel Output
and computes an output feature map using the
features in the active region, defined by the * ->
size of the kernel
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Other spatial forms of convolution

Input
The kernel slides over the input feature map Kernel Output
and computes an output feature map using the
features in the active region, defined by the * ->
size of the kernel D

Strided Convolution

Weights Weights
The filter moves with a step greater than 1 2 2
Input stride 2 m W, \ ‘H W \
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Functional safety on random hardware failures

m The prevalence of CNNs in safety-critical
systems increases the need for building

resilient CNNs _
= Guaranteeing correct computation in the presence  input mgﬁ{;;ﬁ:n » output
of random hardware faults is necessary for safety
and possible standards compliance
on-line checker Yy
: : i | predicted output ||
m Managing random hardware faults requires | e checksum |
special hardware modules for fault —— —
detection that allows faults to be detected Predict the error True
online and rapidly checksum of the output checksum

output using only
arriving input

1"
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To predict the output sum (checksum) compute multiple sum of inputs and multiply
them to the weights they contribute

= Weights correspond to buckets that accumulate corresponding inputs (K? buckets in total)
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How can we reduce the complexity of checksum prediction?

>3 s Klezlv"u(Z > ki c+J)

r=0 ¢c=0 i=0 j=0 r=0 ¢=0

First we prove a new convolution invariance condition that decouples weights from input

R C K-1K-1 R C
§ § Vrec = E Wi j § E Xr,c
r=0c=0 =0 j=0 r C
Sum of filter Sum of input

coefficients

The sum of convolution’s output is the product of
the sum of weights and the sum of input

13
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Convolution invariance example

1 3 4 4
L ) 120 01412
w=lg Gl x=|112] Y= 4101410
N 12 37108
R C K1K1 ‘C ‘
ZZYrc ( ZW )( Zxrc) 120
=0 c=0 =0 j=0
\ 2 Y
10 x 12
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True useful output

Convolution invariance extension
_ _ 1 3\4 4
{9 112 4[10 14]12
W=l 4] x=1121Y=1410 14|12
N 112 3710 8
> 4
R C K—‘l K—‘l R C ‘
> Otrue+Vextra) = ( > wl-,,-) ( > x) 120 = 48 + 72
r=0c=0 (=0 j=0 r.c
\ 2 \ 2

10 x 12
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How to use this convolution invariance extension?
, C .

il [ ] useful output

R C K—-1K-1 R C [

— K 2 extra output
EZ(Ytrue'l'yextra) — z Wl] zzxALL l:’ X Hipu
r=0c=0

i=0 j=0 r c R
m Compute the sum of true useful output (y,,,.) as %1 |
it comes out of the accelerator a KZ computed from
m Compute the sum of all input (x,,,) as it enters the , c

T ] input needed
for extra output

accelerator

R

K-1K-1

R C
z Z Yextra = Wi J z z xperlphery K-1 I
r=0c=0

i=0 j=0 —
K-1

m Compute (predict) y,,,,, Using only peripheral input (far less accumulations needed)
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Evaluation of ConvGuard

ConvGuard uses a completely different method to predict the checksum
= Less operations are performed than explicit checksum prediction.
" No storage requirement for intermediate results.

9600 . , 22400 -
8400 -e-Explicit 3x3 Filter 19200 | -*=Explicit 5x5 Filter
@ 7200 Implicit @ 16000 Implicit
S 6000 2 12800
S 4800 o
2 3600 o 9600
< < 6400
$+ 2400 H*
1200 3200
4 8 12 16 20 24 28 32 8 12 16 20 24 28 32
Side of square image (pixels) Side of square image (pixels)

The implementation of the checker makes it less susceptible to faults.
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ConvGuard’s fault detection efficiency

Checksum method limitation

The efficiency of ConvGuard was quantified (,
5100/’0 /,_../v 5100% M—" & <]
through extended simulation. B g0 3 Fiter] g 33 Filter
p— ¢ GJ 0
. T Q
= Faults that affect the engine do not affect the O o0 A ..
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checker ® Reuse T Reuse
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= The minimum number of registers reduces the rto_4 0 1.4 7 10
] 2 # Faults injected # Faults injected
chance for potential bit flips in the checker =100% c100% |
o (1]
5 / 5x5 Filt 2 ¢ i
§ 90% Xo Fiter S 0% 5x5 Filter
@D -~
O cno =
— ——— = 80% -e-ConvGuard e 80% --ConvGuard
aults Image Fault Categories S R =
Injected &e Detected  Silent FP FN S 70% cuse 3 70% Reuse
14 x 14 91.36% 398%  4.62%  0.01% 1 4 7 10 1 4 7 10
> 28 x 28 95.95%  2.03% 2.01% 0.01% # Faults injected # Faults injected
56 x 56 | 97.96%  1.45% 0.59%  0.00% = 100% . 100%
1123 112 | 9858%  1.17% 025%  0.00% I S| 8
14 x 14 | 9954% 023% 0.23% 0.00% B 909 11x11 Filter’ B 909 . 11x11 Filter
4 28 x 28 | 99.85%  0.12% 0.02% 0.00% % %
56 % 56 | 99.93%  0.07% 0.00%  0.00% O 509 T 5o
112 x 112 99.94%  0.06% 0.00% 0.00% % ’ -o-ConvGuard % ¢ -»-ConvGuard
®© Reuse ®© Reuse
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1 4 7 10 1 4 7 10
# Faults injected # Faults injected

Input size: 56x56 112x112 18



Integrated Circuits Lab @ DUTH

Generalize ConvGuard for CNN layers

One output

Predicted

c / checksum 1 \¢

feature

-

: < e +
‘ o
K‘ K R @' Predicted /
K—\~ . checksum N Checks:um
‘ y I yd checking

.,

: _
C ‘ ‘ g )
input feature maps
(N input channels) *
M filters of size output feature maps
KxKxN (M output channels)

The prediction of the checksum is performed in parallel to each input channel
and after all channels have been computed the checking is performed.
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Weight pruning for model-size reduction

* A simple way to reduce neural network’s size is weight pruning
* The less important weights are removed
* Easier to fit in edge devices with limited resources

* Pruning results in sparse weights

* Reduce the number of required computations
* Significantly improve inference speed
* Allow for lower computation cost during training

Dense Matrix Sparse Matrix

* To further reduce model size 2 combined with other compression
techniques

20
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Structured Block Sparsity

* N:M structured block sparsity
* Up to N non-zero elements out of M
M is small in practice

* Indexing in each block = bit masks

P L . | it_mask
* Sparsification needs retraining/fine tuning for values - bit mask

acceptable accuracy

lo *eel1
1 {00

L X X ]
1 1
1 1
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Sparse Systolic Tensor Arrays

Tensor Processing
El t
TBA sikbsasf dibllyst hnes veawl- o rec alerghits =i

w TPE.__.__.__ "
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Sparse Systolic Tensor Arrays

Tensor Processing
* A block of inputs flow through Element
each row of the systolic

TPE ... _ TPE_._._____ N

=+ n |=< O

Qo |TlY

—x_- -

* Index of each weight selects

o : lc | |

the c.:orrespondmg input to be ir N5 r ol

multiplied LT N _-
TPE TPE

ujmje
vin[f] ——p———C oy Wi beinbudotutniutui -
* Could be configured for either [x[plh] | Zt5-3 ~ 0 5\__/—2
2:4 or 1:4 block sparsity A 1R |
| f I h
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Sparse Systolic Tensor Arrays

Tensor Processing
* A block of inputs flow through Element
each row of the systolic

all] TPE......... o TPE..._.. y
slef == 8 A= ;F
* Index of each weight selects Hil a%x \_I(/_Z ke ‘;‘3

the corresponding input to be = N r W
multiplied Rt s % R B % % _
TPE TPE

uimje
vin[f] ——p iy Sk it intaliete -
» Could be configured for either  [x[p[h] | b fE 53 ~ 0 5\__/—2
2:4 or 1:4 block sparsity A hl] 3 |
| f I h
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Sparse Systolic Tensor Arrays

Tensor Processing
* A block of inputs flow through Element
each row of the systolic

q
r
S
* Index of each weight selects t
the corresponding input to be
multiplied
uim
vin
W|O0
e Could be configured for either x| p
2:4 or 1:4 block sparsity
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Sparse Systolic Tensor Arrays

Tensor Processing
* A block of inputs flow through Element
each row of the systolic

TPE ... L

* Index of each weight selects
the corresponding input to be = e
multiplied R 2% % _

TPE

* Could be configured for either
2:4 or 1:4 block sparsity

X |S |< |
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Sparse Systolic Tensor Arrays

Tensor Processing
* A block of inputs flow through Element
each row of the systolic

TPE ... L

* Index of each weight selects
the corresponding input to be = e
multiplied R 2% % _

TPE

* Could be configured for either
2:4 or 1:4 block sparsity
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Per-column
checksum

vector

Per-row
Algorithmic-Based Fault Toleran@ sy
A W vector
3|5(2]2 4 (3|11|(|8 36(33|22
4/11(4]|3 2|4 |1||7]| _ |42|23|31
25|12 3/1(5(/9|  |29]29|16
114(2)|5 4 (1|12 (|7 3826|25 Actual
checksum
10[15] 9 |12 Dot product of 350
\checksum
vectors
8 Predicted
5 checksum
10|15 12
9
7
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Equivalent Algorithmic-Based Fault Tolerance

Reuse matrix W = A W
Reuse weight 3(5(2]2 4(3]|1 36(33|22
stationar
Y al1]a]3 2 a1 42(23|31
hardware —
21512 3(11|5 29129(16
1(4|2|5 4 (1|2 38126(25
10115| 9 (12 To predict checksum multiply
per-column checksum vector with W
Per-column
checksum 413 |1
vector
24 |1 Predicted
10[15)9 [12| [T (-] = [4511494 -
412 \‘&»
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Online ABFT on Sparse Systolic Tensor Arrays

] |
0:N I b S -
J:Cﬁggl?sum == E =
* Add IC and OC modules in the | . TPE TPE .

0

periphery of the sparse tensor
array to implement ABFT

e Per-column checksum vector
accumulated in ICs and then
fed to the SA

Y
_____ moge
ST
Al :
-
9

. > 0 ll
I 1 \ 4 \ 4
A :,' actual predicted

checksum checksum

* Predicted checksum computed
in OC modules
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How to fit 16-bit

Increasing Width of Accumulators accumulator value to
the 8-bit datapath?

* |C accumulators accumulate multiple
rows of A =2>larger than input width

* TPEs follow input values’ bit-width

e Per-column checksum values
accumulated in ICs could not fit in
utilized MAC units

Accumulate multiple
input values

31
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Increasing Width of Accumulators

* |C accumulators accumulate multiple
rows of A =2>larger than input width

* Per-column checksum values
accumulated in ICs could not fit in |
utilized MAC units

* TPEs follow input values’ bit-width

Breakdown per-column checksum values to
digits = equal size with input values

32



Experimental Setup

e Assume that faults
may occur in storage
elements

* Faults may occur in
both sparse tensor
array and checking
logic

* Probability of error is
proportional to the
number and size of
storage elements

Integrated Circuits Lab @ DUTH

mode

actual
checksum

predicted
checksum

33




Integrated Circuits Lab @ DUTH

Fault Detection

# of Faults 1 fault 1 -5 faults
Block Sparsity 2:4 1:4 2:4 1:4
Detected 81.11% | 74.15% | 95.61% | 93.34%
Silent 12.46% | 20.75% 2.15% 4.95%
False Positive 2.36% 2.58% 0.58% 0.69%
False Negative 4.07% 2.51% 1.65% 1.02%

* Performed 15000 independent fault-injection campaigns

* Four possible scenarios of fault campaigns:
1. Detected: An error occurred, and the checker detect it
2. Silent: The fault was masked although the checker remained fault free
3. False Positive: The checker flagged a fault detection, but no fault occurred
4. False Negative: An error occurred, but the checker did not detect it

34



Hardware Overhead

* Inputs and weights are 8-bit quantized integers

Integrated Circuits Lab @ DUTH

* Area overhead reduced with the size of the sparse tensor array

* Power consumption in ICs and OCs independent of sparsity

overhead for 1:4
block sparsity

» Sparser weights = lower power consumption in each TPE } Greater power

Area (mm?)

w H~ O,

o -~ DN

7.4%
7.2%

8% 8%

8.5%
— %

2:411:4 2:411:4 24114
8x32 16x64 32x128
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Part 2
GRAPH CONVOLUTIONAL NETWORKS



Integrated Circuits Lab @ DUTH

Graph Convolutional Networks

Graph convolutional layer pools the vectors from each node’s neighbors

Input feature vectors
for each node

Graph convolutional 5 o o Multilayer
layers
perceptron
Q A C Output

| |
Input Node embeddings
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GCNs computation: Aggregation
f(X,A) := 0 (AXW)

Node i’s

Neighbors’ Number of nodes Number of features Number of features

(normalized) | A \ f A \ f 4 \
o g " __ Aggregated
S xihoets — [ %; e
= < eatures == Node i from
- 5 - neighbors
0 o)
£ £
= >
pd =2

"
S
S
Se
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GCN computation: Combination

f(XsA) =0 (A”XW) Number of Number of

dimensions in dimensions in
layer’s layer’s
Number of features embedding embedding
A i
Aggregated ! ‘ o ‘ ‘
features from — ~ =
neighborsat  Xi - ©
Node i o |4 hall .
o] ANy (o] — h Embeddlng
2 o — [ of Nodei
Y 0
o £
[ S5 -
g pd
£
-]
Z

AX AXW
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Algorithmic-Based Fault Tolerance in GCNs
XW

15t step: Combination

2"d step: Aggregation

X W
3 (5 2 413118
40143 2417
2 |5 2 3(1(5]]9
114(2]5 41127
10[15] 9 |12 /

A XW
1T10[2]1 3633 [22]91
3[1]2]0 4223 |31||96
0f1]1]2 29129 (16|74
110[0]1 3826 (25|89
52|54

36
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22

91

42

23

31

96

29

29

16

74

38

26

25

89

145

111

94

350|

out
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117

79

328

208

180

129

517

147

104

97

348
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59

47

180

561

460

352

1373
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f(X,A) := 0 (AXW)

g oo

g
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GCN-ABFT

15t step: Combination

2"d step: Aggregation

—

N B W

A~ | O

=

11021 36 |33 (22|91
311210 42123 131](96
011112 2912916 || 74
1T({0]0 (1 38126|25(|89
5|12 (5] 4

XW

33

22

91

23

31

96

29

16

26

25

it

H

out
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180

129

517

104

97

348

59

47

180

460

352

1373
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f(X,A) := 0 (AXW)
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GCN-ABFT Could be pre-computed f(X,A) =0 (A?(W)
X
31512]|2 4
1t step: Combination Compute only
4111413 2
per-row
2 (5112 3 checksum of XW
11425 4 at the 15t step
A
110121 36 (33]22]]91 1321117] 79 | [328
2"d step: Aggregation
31112]|0 42 1231311196 _ 208(1801129| (517
o|l1]1]2 20 (29|16 ||74| — [147|104| 97 | [348
SeliefL: 1 011 3826251189 4 47 {1180
nre-computed 0 4199 I
51211514 561}460[352|(1373
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GCN-ABFT: Fault Detection Properties

m Single-bit flips injected gen | critical | Avg. Nodes Split | GCN-ABFT
. Faults Affected
randomly into MACs or T ocson | occen
. . Detecte . :

checksum accumulation using i i

EP arithmetic Cora |96.92% | 68.61% False Pos | 4.20% 3.34%

. P32 for MAC Silent | 0.00% 0.00%

or )
= FPE4 for checksum Detected | 95.44% 97.06%
Setting the check Citeseer | 92.60% | 33.70% False Pos | 4.56% 2.94%
m error

€tiing the chec su. .e © Silent | 0.00% 0.00%

bound to 107 = eliminates Detected | 96389 | 97.20%

. . . 0 . 0
silent faults in all GCNs

PubMed | 96.10% | 28.32% False Pos | 3.62% 2.58%

Multi-fault campaigns show silent | 0.00% | 0.00%

o L

100% detection in both ABFT Detected | 96.90% | 97.82%

and GCN-ABFT Nell |9532% | 61.06% False Pos | 3.10% | 2.18%

Silent | 0.00% 0.00%
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Computation Savings

GCN-ABFT validates each GCN layer with a single fused checksum -2 requires fewer
total operations than the baseline split-checksum ABFT

GCN True Split GCN-ABFT L~ Savings
Outputs (M) | Check (M) | Total(M) | Check(M) | Total(M) |/ Check Total
Cora 2.8 0.55 3.35 0.44 324 || 20.0% | 3.3%
Citeseer 4.6 0.80 5.40 0.60 520 || 25.0% | 3.7%
PubMed 37.6 4.60 42.20 4.04 4164 |\ 12.2%/ 1.3%
Nell 1745.9 84.3 1830.2 59.9 1805.8 8-9% 1.3%
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Error Detection Latency Gap

m GCN-ABFT detects errors reliably at the end of each GCN layer, regardless of when
the error occurs.

1 step 2™ step fl ayer 1 - Layer 2
m The first multiplication step Cora -
dominates runtime making Clteseer - ‘ i
early detection less impactful. PubMed ﬁ
" >90% in PubMed Nell B

" 795%in Nell 00 02 04 06 08 10

Percentage of total runtime

m The delayin error notification compared to baseline ABFT is negligible, since waiting
for the second multiplication adds minimal overhead.
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Part 3
TRANSFORMERS
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Transformers are taking over... pecoder
Fully connected
m Originally developed for NLP itk nlsisiy ‘.
Add & )
= Used in image processing and decision-making : ¢”°"” l
Agentic SyStemS i Fully connected i
] Encoder [ |
m Different Transformer types o —
= Encoder (BERT) e j;o‘”;"\:  [Aecerom ]
= Decoder (GPT-2 and LLMs) i ) N !
|
[ | BOth (TS) : Fully connected : : 3 ) 3 ) i
.. i L f Vo i
m Attention is the core mechanism sl 1 pddenom 1) !
|
" Transformer’s decision-making capabilities are ! : i Mletl_sﬁedd i
multi-nea
attributed to attention | i || attention |
| I W N
oo O
t

Embedding Embedding
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The Attention Mechanism

m The input tokens are transformed to Query (Q), Key (K) and Value (V) matrices
" Each matrix contains N vectors g, l_c), U respectively

m Attention uses the Q, K and V matrices to compute its output
Attn(Q,K,V) = softmax(QKT)V

m To compute a single output vector, it considers a query vector g and the entire K
and V matrices

eSi — S()ftma i) )
s; = dot(q, k;) Attn(q,K,V) = —s Vi Pi = 5 s e’iv;
' i=1..N
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ABFT for Attention
= softmax(QKT)V
Attn(Q, K, V) = softmax(QKIV | ecksum
- 8511 eS]_Z 8513 ] B V V V ] ZV ;
11 12 13 1
S1j .e>1J 51j i
j€ j € i€
eSZ]_ eSZZ 6523
.eS2 . @52 052 Var Vaz Vo3 ZVZL
J J J l
8531 8532 8533
S3j 53 . @3] zVB'
e je’? j€ 1 LV 3 Visa V33l l

49



Integrated Circuits Lab @ DUTH

ABFT for Attention
Attn(Q,K,V) = softmax(QKT)V

Per row checksum

1 eS11 g1z eS137 [Vir Vi Viz® ZV“
S1j .
.e”1] i
J
1
oSz €7 e’ e’ Vi Viaz Vs ZVZL'
J i
1
S3j S S S Z :
je3l Llessi %2 eS3l |y Vip V.l Vi
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ABFT for Attention

1 reS11 pS12 es1371 [ T 1
J i i

l

1
; S21 S22 S23 EVZi 1
[ [

l

1 20| |
l
Z]- eS3J 531 532 peS33] L . S &3 <3531 z Vi + eS32 Z Vy; + e 533 z V3i>
J i i

l

v
1
check(Attn(Q,K,V)) = Z o5 2 eSik . 2 Vs
T k i

—/\
Re-used from attention computation
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Attention output checksum with shared logic

check(Attn(Q, K, V)) = z 5 .1eSij (Z e Sik . z Vki)
iy J k i

1
Check for one query check(q,K,V) = 5 ( eSi . z "71')
i=1..N

Attention for one query Attn(q, K, V) = S &5 e’l v;
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The Attention Mechanism: Example

Attn(q,K,V) = 5 '1651_ eSiD, Score (QK") Value Attn
J 7 i=1.N 3(5([2]2 4|13]|1
1 411(4]3 214 (1 _
chk(q) = N e Z Nesi - sum (v;) I ST s =
— 11425 4 | 1| 2
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The Attention Mechanism + ABFT: Example

Attn(G, K, V) = 1 _ o Score (QKT) Value sum(?;)  Attn chk(G)
zje A= 3(s5|2(2| [a]3]2 8
. 1 | ] al1|a|3]| [2]a]1 7] _
chk(g) = 3¢ 4 Nesl-sum (%) I R TS 1=
— 1(a|l2|5]| |4a]1]2 7
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The Attention Mechanism + ABFT: Example

Attn(G, K, V) = - '1851. o Score (QKT) Value sum(?;)  Attn chk(G)
A= 3|s|2(2]| |a]|3(1 8 >lal1l [7
R 1 _ R 2 4|1 7| __
chk(g) = S e . Nesl - sum (v;) 31115 o=
l1=1... 4 1 2 7
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The Attention Mechanism + ABFT: Example

Attn(G, K, V) = - '1851. o Score (QKT) Value sum(?;)  Attn chk(G)
J 7 i=1..N 4131 8 2 (4|1 7
1 al1]a|3| |2]a]1 70 _|al2|3] |9
chk(q) = > =5 2 eSi - sum (9;) - 1=
al1]|2 7
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The Attention Mechanism + ABFT: Example

Attn(G, K, V) = - '1851. o Score (QKT) Value sum(?;)  Attn chk(G)
J 7 i=1..N 4131 8 2 (4|1 7
R 1 | i 2|41 70 _|al2|3] |9
chk(q) = Se9 £ Nesl - sum (%;) I R STl 1= ——
al1]|2 7

57



Integrated Circuits Lab @ DUTH

The Attention Mechanism + ABFT: Example

Attn(G, K, V) = - '1851. o Score (QKT) Value sum(?;)  Attn chk(G)
J 7 i=1..N 4131 8 2 (4|1 7
. 1 | . 2|41 70 _|a|2]3]|]9
chk(g) = S e . Nesl - sum (v;) 31115 1= 5 TaTs -
— 1|a|2|5]| [4]1]2 7 3|12 |6
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The Attention Mechanism + ABFT: Example

N 1 ) KT Value sum(v;
Attn(q, K, V) ZZ =5 z eSiv; Score (Q ) ( l) Attn o
i€ 5y 4 (3|1 8 —2—r4Tt1> 1
] 2 (41| |7|_|e+r21r3 9!
hk(g) = z Si . 2 — .
chk(q) e Lo ¢ o) 3(1|5| [9| |etetetT1!
l=1... —1-
14|25 4 (1|2 7 Eaxaxandh X
4,129
Chk(C_[)) p————— ’/ LI_
! Actual :
J '_ _checksum__,
9
29
7 \_;\ _____ .
6 ([ Predicted I
'\ checksum !

59



Integrated Circuits Lab @ DUTH

Attention with lazy softmax division

m Normalize attention scores to avoid numerical instabilities
= This is done by subtracting the maximum score from all scores

= Softmax function characteristics are preserved Serial dependency due
. . to my calculation
esi Normalize goiTmax N
ﬁ:ZeS] — ﬁ::Z.eSj—maX
J J Algorithm 1 Attention with lazy softmax division
1: for_each query ¢ do
m Perform division once at the end 2 [fori=1:N do
3: s; + dot(q, k;)
L oo Si—max 4 m; <— max(m;_1, ;) \
s; = dot(q, k;) fi = et 5. |end for o
— 6: fo < 0 scores
Zfﬁ 7: for:=1:N do
- _ iJivi 8: 0; < 0,1 + e~ ™MN . q;
Attn((l: K» V) — 2 _ esj—max 9: b Ui +e5i™™N —
J 10: end for Division

— — performed
11: attn(q, K, V') < on/ln < once
12: end for
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FlashAttenion-2

m The two dependent loops are merged into one

®= The sum and output accumulations are now performed using a ‘local’ maximum score m;

m To maintain a correct result, we need to correct the previous accumulated values

Algorithm 1 Attention with lazy softmax division
1: for each query ¢ do Algorithm 2 FlashAttention-2
2 for = 1& Jtv _fi% 1: for each query ¢ do
3 s; — dot(q, k;) 2: for i =1: N do
;1- d’n;»z' < max(m;—1, ;) 2| s dot(q. k)
: cnd ior — 4: m; < max(m;_1,;)
6 o+ 0 : . R
7 fori=1:N do ] S Ui <= i ™17 et
8 5_(— 5 4+ eSiTMN L /6/’ 0 = 0z {e™ 17 - et T
‘ ! S;—Mm 7’ / 7 end for
9 Ui <=Ly +ei™™my 7 >
8: attn(q, K, V') < on /N
10: end for _ ’ .
- - 9: end for Division
11: attn(q, K, V) < ON/EN erformed
12: end for P
once
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- - - 1 -
Attn(q, K, V) = > Z esiy; chk(q) = = z e’ - rowsum (v;)
Z] e’ . Z] e-J )
1=1..N 1=1..N
Algorithm 2 FlashAttention-2 Algorithm 3 FlashAttention-2 with online checksum compu-
- tation
1: for each query ¢ do
9 for i 2 1 .yj\f: do 1: for each query ¢ do
3 s; < dot(q, k;) 2 fori= 1(; Jtvfl%
4: m; < max(m;_q,S;) 3: si — dot(q, ki)
5- 0. pr,_lﬁifn,i_l—mi 1 eSiT M 4: my <— IIIHX(T.?’L?;_IT Si)
6 O: +— 0, 1eMi—1—M; + U.e5i M 5: p.a — Ei—lemi_l_mi + e%iT M
, end E-OI, 1—1C i 6: 6:,; — 6’;:_18?']’!,1"_1_?'313' + rl_f’-i L eSiTmi
3 El[[n((_, K V) — 0 /f‘ 7 Ci 4 ¢;_qeMi-1Tmi | e‘J"U;WL’!”()’UJi(V) . eSi—m
o end f b NN 8:  end for
e 9; attn(q, K, V) < on/{n
10: check(q) = en/ln
m Max values guarantee the 11: check < check + check(q)
. .pe 12: end for
numerical stability of e*
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The Attention Mechanism + ABFT

1
Zjesj

chk(q) = z eSi - rowsum (v;)

i=1..N

1
Attn(q, K, V) = == Z esSiy;
/

Algorithm 2 Flashff)(tention—Z

for each query ¢ do
for : = 1/ N do
s; </ dot(q, k;)
wY <— max(m;_1, ;)
ei_leﬁrnﬂi—l_’fﬂ-i 1 eSiT MM
0; 6’1._18??%—1—’”% + {E’iesi—mﬁ
end for
attn(q, K, V') < on/Un
end for

m Max values guarantee the
numerical stability of e*

Algorithm 3 FlashAttention-2 with online checksum compu-
tation

1: for each query ¢ do

2: fori=1:N do

3: s; + dot(q, k;)

4: m; < max(m;_1,S;)

5: O; < 0;_qeMi-1"Mi | eSi—m;

6: 0; +— 0;_1eMi—17Mi L 45 . gSi—Mi

I: Ci ;1™ 1T 4 gymrow; (V) - e®iT
8: end for

9: attn(q, K, V') « on /N

10: check(q) = en/ln

11: check < check + check(q)
12: end for
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The Attention Mechanism + ABFT

N ]
chk(q) = = z et - rowsum (v;)
Z .e>
J~ i=1..N
Algorithm 3 FlashAttention-2 with online checksum compu-
- tation
1: for each query q do
) for i 2 1 .yj\f: 1: for each query ¢ do
3 s; < doyq, ki) » fori= 1djtvfl%
4: m; nax(m;_1, S;) > si < dot(q; k:)
5. (i jemio1—mi | esi—m 4: m; < max(m;_1,S;)
6- @ < (; Pm'“ 1=mi L g ;€ 85— 5: ps — gi—le’mi_l_ami + %M
; endor i—1 6 6’5' — 51 lf,*m,t-_l—'rni _I_ ,l_}’z . Bs.i—*mz-
I S 7. ¢i < ci_1e™ 1T 4 sumrow; (V) - e%i T

2. da;-m(q: K, V)« on/tn 8: end for
e 9; attn(q, K, V') < on/{n

10: check(q) = en/ln

m Max values guarantee the 11: check < check + check(q)
. .pe 12: end for
numerical stability of e*
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The Attention Mechanism + ABFT

1
Attn(q'K'V)_ZjeSf Z esiy;

i=1...N

chk(q) =

Si - rowsum (v;)

Algorithm 2 FlashAttention-2

1
2
3
4.
3:
6
7
8
9

. for each query ¢ do

for i =1:N do
S; dO[((ﬁ k‘z)
m; < max(m;_q,S;)
(/1 V. ei_leifn,i_l—mi + ﬁ,si——ws,t-
51; V. Ji_lem,?;_l—m@ _|_ ,E’iesi—rnﬁ
end for
attn(q, K, V') < on/Un

- end for

m Max values guarantee the
numerical stability of e*

Algorithm 3 FlashAttemiory(vith online checksum compu-

tation

. for each query ¢ do

2: for i =1: N de

3: 7

4: ax T?’Li_l ‘j',i)

5. — Ty _|_F.53 T

6: 01 lf}m% 1—Mi | Uz . eSiTMmi
7: ci_1€Mi-1TM 4 gumrow; (V) - efi T
8: enc

9: attn(q, K, V') < on/{n

10: check(q) = en/ln

11: check < check + check(q)

12: end for
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Hardware architecture overview

FlashAttention-2 FlashAttention-2 + ABFT

L |d

ol - dot Tot d
=1 . 0 e ———
S _’® q —-_é) Pl . check
5 fl+ R R e N =N
i . Opn N R ® Ll N U
45 = ® +
o - =+ | A " /|
®.
/ H—
gs.-m ‘l >/ """‘Attl'l{ff,K,V)

SI R N eS m em m ! l

8 — = _ | S, b -1 i N
% —

© — €[] =17 - e”
g n-r _ = > — o | » Ei—l
» mH i —LE | B X » K *

= Re-use o [—F[He

— V| =
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Experimental results: Detection analysis

FAULT DETECTION ACCURACY FOR A SINGLE INJECTED FAULT USING AN
ERROR BOUND OF 109 .

.. : Sequence length=256
Fault injection behavior J=6a d=06 =13 =756
Detected 96.94% | 97.56% | 98.45% | 98.87%
False Positive 2.66% 1.99% 1.25% 0.62%
Silent 0.4% 0.45% 0.3% 0.51%

m Errorinjected by random bit flips during attention inference
m Detection rate is greater than 96.9% for various head dimension sizes
m 3% False positives and ~0.5% undetected in all examined cases
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Experimental results: Hardware overhead

m Results are reported for 16 and 32
parallel queries 20
= Size of a query is 128 elements 3;8%

15

O
o0

1.2%
—

O
o)

m Area overhead less than 5.3%

" |ncreasing the number of parallel blocks
reduces area overhead

5.3%
b

Power (W)
—
=
—
oo
o))
<

m Power overhead less than 2%

" |ncreasing the number of parallel blocks 5
reduces power overhead

Area (mm?)
=

-
N

m Parallel queriesT = HW overheadl
= |ogic for reducing value vectors shared 16 32 16 32
between parallel blocks Number of parallel blocks
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Key takeaways

m ABFT is a versatile technique for online detection of random hardware faults.

m Algorithm-tuned ABFT reduces checking overhead and improves energy efficiency
= Smaller checking logic minimizes false-alarm vulnerability while keeping protection lightweight.

m Math-enabled LLMs can accelerate ABFT design by automatically deriving
algorithm-specific optimizations with appropriate guidance

= Qur experiments with Gemini verified that, with the right guidance, it can rediscover the
techniques | presented today, which we originally developed manually over the past three years.

= The key requirement is effective mathematical exploration: rapidly interpreting derivations and
iterating on ideas.
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  chk  (  q → ) =  1    ∑ j   e   s j   ∑  i = 1 … N   e   s i ⋅ s u m   (    v → i )


  s u m (    v → i )


  chk  (  q → )


   f i =    e   s i    ∑ j   e   s j  


   f i =    e   s i − max    ∑ j   e   s j − max  


   f i =  e   s i − max


   s i = dot (  q → ,    k → i )


  A t t n  (  q → , 𝑲 , 𝑽 ) =     ∑ i   f i    v → i    ∑ j   e   s j − max


   m N


   m i


  A t t n  (  q → , 𝑲 , 𝑽 ) =  1    ∑ j   e   s j   ∑  i = 1 … N   e   s i    v → i


  chk  (  q → ) =  1    ∑ j   e   s j   ∑  i = 1 … N   e   s i ⋅ r o w s u m   (    v → i )


   𝒆 𝒙


  A t t n  (  q → , 𝑲 , 𝑽 ) =  1    ∑ j   e   s j   ∑  i = 1 … N   e   s i    v → i


  chk  (  q → ) =  1    ∑ j   e   s j   ∑  i = 1 … N   e   s i ⋅ r o w s u m   (    v → i )


   𝒆 𝒙


  A t t n  (  q → , 𝑲 , 𝑽 ) =  1    ∑ j   e   s j   ∑  i = 1 … N   e   s i    v → i


  chk  (  q → ) =  1    ∑ j   e   s j   ∑  i = 1 … N   e   s i ⋅ r o w s u m   (    v → i )


   𝒆 𝒙


  A t t n  (  q → , 𝑲 , 𝑽 ) =  1    ∑ j   e   s j   ∑  i = 1 … N   e   s i    v → i


  chk  (  q → ) =  1    ∑ j   e   s j   ∑  i = 1 … N   e   s i ⋅ r o w s u m   (    v → i )


   𝒆 𝒙


  ↑


  ⇒


  ↓

