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Qutline

Computing in Memory and Reliability:
® Testing Challenges
o Defect mechanisms should be defined
o Fault Models should be developed
o Test Generation tools are required
o Testing Algorithms, Design for Testability & Design for Diagnosis techniques are mandatory
o Testing Standards are needed
o 0On-Line Testing solutions should be proposed
® Aging Challenges
o Emerging Memories Aging Models should be developed
o Aging Alleviation techniques should be explored
® Process Variation Challenges
® Radiation induced Single Event Effect (SEE) Challenges
o Radiation Hardening techniques may be crucial for system reliability



Computing In Memory - CIM
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Conventional vs CIM Computations

Aspect
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Digital vs Analog Al Accelerators

Digital Al Accelerators Analog CIM Al Accelerators
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The most common computing operation is Multiply & Accumulate (MAC).
J.S Seo, IEEE S5C Mag, 2022



Memory Technologies for Analog CIM

Mainstream Memories

Emerging Memories
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Read speed

Tsinghua University, 2024
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RRAM_PCM_STT-MRAM CIM Organization
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SRAM-based Resistive CIM Organization
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SRAM-based Capacitive CIM Organization
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Outline

Computing in Memory and Reliability:
® Testing Challenges

o Defect mechanisms should be defined
o Fault Models should be developed
o Test Generation tools are required
o Testing Algorithms, Design for Testability & Design for Diagnosis techniques are mandatory
o Testing Standards are needed
o On-Line Testing solutions should be proposed
Aging Challenges
o Emerging Memories Aging Models should be developed
o Aging Alleviation techniques should be explored
Process Variation Challenges
Radiation induced Single Event Effect (SEE) Challenges
o Radiation Hardening techniques may be crucial for system reliability
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Fault Tolerant Design for Memristor-based Al Accelerators

T. Spyrou, A. Zografou, S. Hamdioui and A. Grebregiorgis,
|IEEE International Conference on Design, Test and Technology of Integrated Systems (DTTIS), 2024.

Fault Tolerant Design
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Stuck-at Faults

Conductance Variation

Defect and Variation Impact Analysis
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Fault Tolerant Training Flow

(a) Fault-tolerant activation function selection
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Impact for Different Activation Functions
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Three activation functions under consideration: ReLu, Tanh and Sigmoid.

The ReLU activation function achieves the least accuracy drop when SAFs are injected In
the crossbar array. ReLU achieves improvements in the accuracy of around 10%.
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SAF Aware Retraining Results

RelLU activation function

2-layer BNN
(MNIST)

4-layer BNN

(Fashion-MNIST)

(CIFAR-10)

SAF Classification Accuracy (%)
(%) Baseline Retrained Baseline Retrained Baseline Retrained
0 97.3 - 88.2 - 90.1 -

5 96.0 97.3 84.0 87.1 65.0 89.9
10 95.4 97.0 71.0 88.0 10.0 89.7

15 93.0 97.2 62.0 87.9 10.0 89.6
20 89.0 97.1 53.0 88.0 9.0 89.0
25 84.0 97.2 40.0 87.8 8.0 88.7

30 71.0 96.8 22.0 88.5 8.0 89.0

SAF-aware retraining can
almost fully recover the
accuracy back to the
(fault-free) baseline.
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lesting Open Defects in Memristor-Based Memories

S. Hamdioui, M. Taouil and N.Z. Haron
IEEE Transaction on Computers, vol. 64, no. 1, 2015.

DfT Support
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Defect Free Write & Read Operation

Titanium oxide memristor
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Resistive Open Defect Influence ol e et
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Design for Testability (DfT)

A possible way to improve fault coverage of march tests and detect the Undefined State
Faults is to stress the cells, aiming to:

* to shift an undefined state to an incorrect state, and in parallel
e to avoid overtesting that leads to yield loss.

Two stress test mechanisms adopted, which lead to corresponding DfT schemes:
e short write time (SWT), and

« low voltage write (LVW).
Both mechanisms are defined as weak write operations.
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Short Write Time DfT
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Low Voltage Write DfT
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Structural Testing of a RRAM-based Al Accelerator Core

E.A. Serlis, H. Xun, M. Taouil, S. Hamdioui, and M. Fieback
|IEEE European Test Symposium (ETS), 2025.

ATPG Tool
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Analog CIM Organization

WL/BL Drivers
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Cell Resistive Open & Short Defects
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Resistive defect strength is swept between 10 Q and 5 MQ in 10 log-spaced steps.
Single cell, single fault assumption.
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Structural Testing Procedure

During testing the cell under test along with four neighboring cells in the same column are
active.

The test vectors are defined as: (Rp Ry :INp INy :N)).

An ATPG tool developed for test vector generation with the highest fault coverage and the
minimum test length by combining input signals and weights. The tool minimizes the
amount of column inputs as well as the number of write operations necessary (due to the
high write delay), while still sensitizing all potential defects.

The most optimal sequence of test vectors is: {(-1+1:-1+1:-1-1-1-1), (-1+1:+1-1:+1+1-1-1),
(+1+1:+1-1:-1-1-1-1)}.

Required Read / Write operations 3N /1N (N is the number of rows). Fault coverage: 85%.
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A Dynamic Testing Scheme for Resistive-Based Computation-In-Memory

Architectures

S.B. Mamaghani, P. Pal, M.B. Tahoori
IEEE Asia and South Pacific Design Automation Conference (ASP-DAC), 2024.

BIST Support - Test & Diagnosis
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Testing for STT-MRAM & RRAM ClIMs

Two-phase Test

T-1R cel
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Back-Hopping defects for STT-MRAMs.
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defects for RRAMs.
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Built-In Self Test (BIST) Scheme

Pins %

Trim-Low . .
Optimal read trim _ Trim setting
o6 (Trim-Read)
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z *
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z variation
= <> Memory Array
s ;
E \P - £
B 2 ; *
o 2
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Tessent MBIST Interface Memory
Proposed Case 1 Case 2 Case 3 Case 4 March C
) N
Test time order 2 (N + ;) 10N+4N 10N +5.5N 12N 10N+3kN 10N

+ (d X m)
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lesting Algorithms for Hard to Detect Thermal Crosstalk Induced Write Disturb Faults

in Phase Change Memories

S. Spyridonos, Y. Tsiatouhas
Design Automation and Test in Europe Conference (DATE), 2024,

K

Testing Algorithms
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Phase- Change Memory
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Thermal Crosstalk Write Disturb Faults

GST - PCM
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Neighborhoods for Testing Operations

The two-group tiling method for the Type-1 neighborhood

Typical Type-1 tiling neighborhoods
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The Thunderbolt Testing Algorithm

base cell #2

Sequential RESET operations on 4 cells in
each neighborhood.

A total of 10MxN operations for the whole
algorithm application.

By adopting the test strategy where RESET
operations are performed on cells already
being in the RESET state, the test cost is
reduced to 6MxN operations.

Fast Thunderbolt algorithm.

12=8 | M I3
Ak A Ak
9 | 123 | 8 12

Array of M rows and N columns

<23 | b 1 <2 .
3§‘Lf‘01-«—‘1—3_3 0 | e
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The Wave Testing Algorithm

Sequential RESET operations on 3 cells in
each neighborhood.

A total of 4MxN operations for the whole
algorithm application.

By adopting the previous test strategy, the
test cost I1s reduced to 3MxN operations.
Fast Wave algorithm.

First Group

b=base cell

b b b b
D b b b

O N\DT

b
b b b /A\ b
b b b b
b b b b
b b b b

Array of M rows and N columns
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Comparisons e

# of adjacent cells
sequentially activated for the
coverage of hard to detect
TC-WDFs

Complexity 2 cells 3 cells 4 cells ~
MMXN - - -
BMXN - - : -
MKN— v - <
IMN - v v v
6MxN v / i
N v -
MN- v -

Thunderbolt and Wave based addressing algorithms are
capable to cover hard to detect thermal crosstalk faults.

Snake based addressing mode.



DFfT-Assisted Testing of Resistive Short Defects in SRAM-Based In-Memory

Computing Architectures
D.S. Lampridis, Y. Tsiatouhas, M. K. Michael and T. Theocharides
Under review, 2026.

DfT Support - Test & Diagnosis
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DfT for SRAM-based CIMs
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Differential Testing & Diagnosis Technique

Transistor resistive short (TRS) defects
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12T SRAM-based CIM
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RBL Voltage (mV) AVreL (mV)
16.3% overlap 2.3% overlap

85.9% overlap reduction

The differences between V. responses of
adjacent pairs within the same column are
calculated and differential comparisons are
performed.

Analog JTAG (std. 1149.4) support. 38



DfT for SRAM-based CIMs

Max Detectable

Equivalent Defects . Localization
Resistance
TRS2, TRSS, TRS7, TRS11 7.5 kQ Yes
TRS1, TRS6, TRS8, TRS12 8.7 kQ Yes
TRS3, TRS4, TRS9, TRS10 1.8 kQ Yes
TRS13, TRS17 11.4 kQ Yes
TRS14, TRS18 25 kQ No

The DfT assisted differential Test and Diagnosis methodology achieves

100% defect detection and 87.5% defect localization coverage.
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Outline

Computing in Memory and Reliability:
® Testing Challenges

o Defect mechanisms should be defined

o Fault Models should be developed

o Test Generation tools are required

o Testing Algorithms, Design for Testability & Design for Diagnosis techniques are mandatory
o Testing Standards are needed

o On-Line Testing solutions should be proposed

® Aging Challenges

o Emerging Memories Aging Models should be developed
o Aging Alleviation techniques should be explored
Process Variation Challenges
Radiation induced Single Event Effect (SEE) Challenges
o Radiation Hardening techniques may be crucial for system reliability
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Lifetime Enhancement for RRAM-based Computing-In-Memory Engine Considering

Aging and Thermal Effects

S. Zhang, G.L. Zhang, B. Li, H. Li and U. Schlichtmann
IEEE International Conference on Artificial Intelligence Circuits and Systems (AICAS), 2020.

K

Aging & Thermal Effects Alleviation

41



Aging Effects in RRAM-based CIM

RRAM Cell Aging Types

Type | Type Il Type lll
@ HRS o| HRS 3 HRS
c c c
™ (104 S
@ \ % % ‘x
[ ® 1
d'é ,I;BE’/ & LRS o o LRS
Cycles Cycles Cycles

During programming, a high voltage is applied to RRAM cells for many cycles, so that the
resistance bounds change and the usable resistance range decreases |

Programming an aged RRAM cell assuming the fresh resistance range the target
resistance may fall outside of the aged resistance range. Consequently, the inference

accuracy may be lower than expected.
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Thermal Effects iIn RRAM Crossbars - |

The high voltages applied onto RRAM cells
during programming and tuning generate large
currents though RRAM cells, so that their
internal temperature may rise, resulting In
conductance changes.

4.5t.08
4E-08
i
3E-08
25808
K08
1503
1E-08
5€-0%

Conductance (S)

LRS
Jon

.__,_-tl-E-St +—o tgoﬁo—“

300 310 320 330 340 350 3 0 W W0 W

Temperature (K)

Due to the linear relationship between conductances of RRAM cells and the weights in the
neural network, the conductances may differ significantly from the target one under
different temperatures, resulting in accuracy degradation.
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Thermal Effects iIn RRAM Crossbars - Il

During online tuning, the temperature of RRAM
cells may be high and uneven. As a result, the

conductances of RRAM cells drift. 9i—1,7—119:i—1,5" 9% —1,7;+1
At the end of tuning, the accuracy is actually &
evaluated with conductances under high 9i,j—1 93,7 Ji,5+1

temperature, whose values and distribution may
differ significantly from the scenario when the
crossbar is used for inference, where the applied Ji41,7 —TNTit+1,574+1,5+1

voltage is normally much lower.

Consequently, the accuracy of inference also deviates from that during tuning, once again
resulting in accuracy degradation.

Thermal issues aggravate aging, which in turn reduce the overall lifetime of a RRAM

crossbar.
4L



Mitigation of Aging & Thermal Effects - |
Balancing aging stress among RRAM cells

To deal with the aging and thermal effects,
it Is essential to control RRAM cells’
conductances, which is equivalent to
manage neural network weights before

Wmm T(l) Wm;mem Tﬂ) Wmalac W, | T(l) w1~ mapping. A cost function is used:
preselected reference weight W. Cost = C(W) + R,(W) + Rs(W)

After penalization R, (W), RRAM cells with aging and thermal issues have smaller weights,
which will be mapped to lower conductance, reducing aging and thermal effects. Overall,
the distribution of the weights are shifted towards a preselected reference weight, W..

With R.(W) penalty, small weights are concentrated towards W.. This mapping can lead to
less aging due to small currents flowing through RRAM cells during programming-tuning.
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Mitigation of Aging & Thermal Effects - Il

Row-Column Swapping columns (o swap

. >
) r )

To deal with the residual unevenness of aging and thermal p
effects, a remapping of the weights according to the aging
status and temperature of the RRAM cells across the
crossbar with row-column swapping is proposed.

v .

An RRAM cell’'s temperature is estimated by adding a given
proportion of the Internal temperature values of
neighboring RRAM cells onto its own internal temperature. .
The internal temperature of a cell is evaluated from the
applied voltage and its conductance.

dems 01 smol

.

CO0l

To balance aging and thermal effects, the hottest sub-matrix and the coolest sub-matrix
are mixed in such a way that the temperature distribution on the crossbar becomes even

and the large conductances are mapped onto less-aged RRAM cells. "



Accuracy and Lifetime Comparisons

Accuracy Comparison Lifetime Comparison

Dataset NT MT NT+T [ MT+T | MT+RCST
SNN MNIST | 91.40% 89.44% 1 X 12X 45 X
ILeNet-5 | Cifarl0 | 76.08% 72.61% 1% 7 X 89 X

ResNet-20 | Cifar100 | 67.35% |  63.12% 1 X 26 X 453 X

= NT = normal training

= MT = modified training

= NT+T = normal training and on-line tuning

= MT+T = modified training and on-line tuning

= MT+RCST = modified training and row-column swapping and on-line tuning

« Maximal accuracy drop is around 4%.



An Aging-Aware CMOS SRAM Structure Design for Boolean Logic In-Memory
Computing

W. Chang, Y-G. Chen, P-Y. Huang, J-F. Li

IEEE International Symposium on Defect and Fault Tolerance in VLSI and Nanotechnology Systems (DFT), 2021.

Aging alleviation technigue for 8T IMC SRAMSs

H.M. Dounavi, Y. Tsiatouhas
Emerging Technology Conference: Edge Intelligence (ETCEI), 2023.

Aging Alleviation

K
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8T SRAM CIM for Logic Operations

WBLB WBL RBL

Gnd —

8T SRAM-based logic CIM

Aging vulnerable and
computation critical
transistor
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1 RBL
[ ]
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6T Cell 1
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1 1
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RBL | :
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|
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BTl Aging Impact on CIM Operation
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Fresh state

------ Skewed inverter's
transition threshold

0,04 0,06 0,08 0,1 0,12 0,14
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Under aging, Vpg  Violates the
Inverter's transition threshold
voltage, and an error s
generated.
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BTl Aging Alleviation Techniques

WBLB

WBL

RBL

Gnd —

Chang, DFT-202]

Gnd —

« Addition of a clamp transistor.
* Aging is not uniform in the array.

« Aging monitoring circuitry is required.

RWLT RWL]T
1 RBL 1 RBL
[ 1 [ 1
! MNG6a ! MNG6a
MN5a J MN5a
L RWIL2 SL7 RWL2

= _1 i
| 6T Cell 1
MN6b MN6b

Iﬂ\ANSb \—{ | MN5b
L > SL2

Dounavi ETCEI-2023

« Addition of an extra source line SL.

 Application of positive bias V¢ >0 (eg.
V4) on SL lines when meory is
Inactive. So, Vgg< Vg 51



Design for Reliability

Gnd and SL from bottom

separation nwell

WWL % VDD% GND%// Wk - %WBL VDD% GND% SL .

, MN5 @ MN5 pdiff
// % 7/ RWL W//%/ /// N contact

poly
% % 7/,  metall

, WWL% ’ 7 5 WWLL 7 v
GND /VDD 7/ WBLB /RBL 7/, GND %VDD %WBLB ARBL to top

* Each SL line is shared by all MNJS transistors of two consecutive rows.

N

* No additional silicon area cost at memory cell level.

* Up to 14% silicon area overhead at memory array level due to routing
requirements of higher-level power supply metal lines.

* Dynamic power consumption is increased by 16.9%.

* No speed performance degradation. 52



BTl Aging Analysis and Mitigation for Differential Input In-Memory Computing SRAMs

C. Dilopoulou and Y. Tsiatouhas
IEEE Transactions on VLSI Systems, vol. 33, no. 9, pp. 2570-2579, 2025.

K

Aging Alleviation under Process Variations

53



g S g Sy

SRAM-based CIM

12T SRAM-based CIM
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Accuracy loss (%)

BTl Aging Influence

Vg Distribution
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Stress Mitigation for Aging Alleviation

WL

-1 . S
BL
QB=0| [ Q=+1
P1 P2
1 ]
MWL =+1 —1
_INg N2
1 Il 1
MWLB =0 [_

RBL

b—

Periodical alternation of weights and
data with their complementary
values, ensures that the Initially
active transistors under permanent
stress will enter a recovery state,
while transistors in a relaxation state
are activated for the computations
Instead.

The same stands for the transistors of the memory subcells. Hence, both memory and
computing subcells will benefit by the application of successive stress-recovery cycles,
since the transistors will undergo substantially reduced levels of aging over time with
respect to the permanently activated transistors in the unmitigated aging case.
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Accuracy Recovery by Aging Mitigation
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Reduction in accuracy loss with the mitigation technique applied at various time periods
for different power supplies, temperatures and workloads, for 3 years of operation.
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Vgp Voltage Recovery by Aging Mitigation
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Vg, distribution in time-zero, and after 3 operating years without and with mitigation applied
In various time periods, for different power supplies, temperatures and workloads.
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Reliable Operating Lifetime Extencion

Accuracy loss over 7 years, without mitigation & by applying the mitigation technique every 0.5s.

1.2V 0.8V
Years 125°C 85°C 25°C 125°C 85°C 25°C
HW Aged Mitigated | Aged Mitigated Aged Mitigated Aged Mitigated Aged Mitigated Aged Mitigated

case 1 52.6% 14.3% 28.0% 8.6% 10.3% 8.4% 33.8% 11.4% 15.8% 9.0% 9.7% 6.9%

3 68.0% 19.4% 35.9% 10.7% 12.4% 9.3% 43.3% 14.5% 19.9% 9.8% 11.4% 71.5%

5 77.5% 22.2% 40.2% 12.3% 16.8% 9.5% 49.2% 15.3% 22.4% 10.1% 12.6% 7.6%

7 82.7% 23.9% 43.4% 13.1% 17.8% 0.6% 51.9% 16.3% 23.9% 10.8% 13.5% 7.9%
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Outline

Computing in Memory and Reliability:
® Testing Challenges
o Defect mechanisms should be defined
o Fault Models should be developed
o Test Generation tools are required
o Testing Algorithms, Design for Testability & Design for Diagnosis techniques are mandatory
o Testing Standards are needed
o On-Line Testing solutions should be proposed
® Aging Challenges
o Emerging Memories Aging Models should be developed
o Aging Alleviation techniques should be explored
Process Variation Challenges
® Radiation induced Single Event Effect (SEE) Challenges
o Radiation Hardening techniques may be crucial for system reliability
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Single Event Effects Tolerance

In emerging memories based CIM architectures, SEUs and SETs are not a serious problem.
For SRAM or DRAM based CIM architectures:

® ECC and TMR does not seem to be efficient solutions.

® Periodic weights refreshing can be a viable SEU Mitigation approach.
® Alternatively, for SRAM-based CIMs, SEU hardened memory cells (like DICE) can be
exploited for radiation hardening.
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DICE as the memory sub-cell
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Conclusions

CIM Testing
o Defects Definition

o Fault Models (Stuck-at-Faults, Write Disturb Faults, Read Disturb Faults, Slow Write Faults,

Undefined Write Faults, Unknown Read Faults, Incorrect Read Faults, Retention Faults)
Testing Algorithms
Design for Testability - Testing Standards (e.g. IEEE P1832 3D IC oriented testing)
Design for Diagnosis
Built-In Self Test Techniques
o On-Line Testing Techniques
CIM Aging
o Emerging Memories Aging Models
o Aging Alleviation Techniques
CIM Process Variations
CIM SEE Influence & Mitigation

O O O O
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